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 Identity theft, America’s fastest-growing crime, is a violation of privacy that can 
have terrible consequences for unsuspecting victims. It is truly the dark side of the 
electronic age.
 In 2003, more than 246,000 Americans fi led identity theft claims, losing hundreds 
of millions of dollars. The actual number of identity theft victims and their total losses 
are impossible to pin down, because many are unaware that they have been victimized. 
Also, law enforcement agencies may classify ID theft differently, including credit 
card fraud, Internet fraud, and mail theft.
 Due to the availability of information in computer databases, increased use of 
credit, debit and ATM cards, and the growth of Internet commerce, identity theft has 
become the number one fi nancial and consumer crime of the information age. The 
fi nancial industry is losing billions of dollars a year, and individuals are losing their 
good fi nancial standing and credit ratings.
 That’s why in 2002, the New York State Legislature created the crimes of identity 
theft and unlawful possession of personal identifi cation.
 This innovative legislation has classifi ed three new crimes of identity theft. 
The use of another individual’s personal identifying information to obtain goods 
or services of any value or for the purpose of committing a crime is now a class A 
misdemeanor. If the value of the goods or services obtained exceeds fi ve hundred 
dollars, the offense is a class E felony, and when the value exceeds two thousand 
dollars it becomes a class D felony. 
 The law also creates three new possession crimes. Knowingly possessing 
the information of another person with the intent to use it for a crime is a class A 
misdemeanor. The possession offense becomes a class E felony when 250 or more 
items are possessed, and a class D felony if the person supervises other individuals 
or has a prior conviction for the same or similar offense.
 This legislation also provides important protection for victims, including allowing 
a court to order restitution to a person who has suffered “out-of-pocket losses” as a 
result of an identity theft crime.
 These recently created violations do not apply to situations where a person under 
21 attempts to purchase alcohol using false identifi cation, or where a person under 
18 uses false identifi cation to purchase cigarettes. While these practices are already 
illegal, they do not fi t within the identity theft law.
 As a result of this law, prosecutors now have the tools to go after identity thieves 
before they cause irreparable harm to victims and destroy their credit reputation.
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